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Local Governments Are Attractive Targets for Hackers and
Are Ill-Prepared.
Nearly one-third of cities and counties would be unable to tell if they were under attack in
cyberspace. Many lack sound IT practices, while rigid policies, politics and bureaucracy
can hinder better defense practices.

President Joe Biden on March 21, 2022, warned that Russian cyberattacks on U.S. targets are likely,
though the government has not identified a specific threat. Biden urged the private sector: “Harden
your cyber defenses immediately.”

It is a costly fact of modern life that organizations from pipelines and shipping companies to
hospitals and any number of private companies are vulnerable to cyberattacks, and the threat of
cyberattacks from Russia and other nations makes a bad situation worse. Individuals, too, are at risk
from the current threat.

Local governments, like schools and hospitals, are particularly enticing “soft targets” – organizations
that lack the resources to defend themselves against routine cyberattacks, let alone a lengthy cyber
conflict. For those attacking such targets, the goal is not necessarily financial reward but disrupting
society at the local level.

Continue reading.
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